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Diagnosis of Asynchronous Discrete-Event Systems:
A Net Unfolding Approach

Albert BenvenisteFellow, |IEEE Eric Fabre, Stefan Haar, and Claude Jard

Abstract—in this paper, we consider the diagnosis of asyn-
chronous discrete event systems. We follow a so-called true
concurrency approach, in which no global state and no global
time is available. Instead, we use only local states in combination
with a partial order model of time. Our basic mathematical tool is
that of net unfoldingsoriginating from the Petri net research area.
This study was motivated by the problem of event correlation in
telecommunications network management.
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and Ramadge [9] is used, and the systems architecture is that
of communicating automata, with a synchronous communica-

- INTRODUCTION tion based lobal ti led by [10, Ass. A6]. Th
N THIS paper, we study the diagnosis of truly asynchronou'gn ased on a global time, as revealed by [10, \SS- ]. The
| work [10] has been extended by the same authors in [11] toward
systems. Typical examples are networked systems, such as

P o L considering the effect of (bounded) communication delays in
shown in Fig. 1. In this figure, the sensor system is distribute . . L . :
- ecentralized diagnosis. Difficulties resulting from communica-
it involves several local sensors, attached to some nodes of

e . . . . . . :
network (shown in black). Each sensor has only a partial viewtc')?ns in diagnosis are also investigated in [36]. Finally, the recent
the overall system. The different sensors possess their own lo

v(\:/f,jlork of [37] discusses issues of undecidability for a certain type
time, but they are not synchronized. Alarms are reported to t decentralized observability, this issue has again some relation

. ; . . W?ith asynchrony. Baroret al.[4] propose a different approach,
g'Ob‘f’" supervisor (dgplcted_ n gre_y)_asynchro_nously, a_md this $hore in the form of a simulation guided by the observed alarms,
pervisor performs diagnosis. This is the typical architecture ]Ln

o or a model of communicating automata. The solution proposed
telecommunications network management systems today, our ) .
o o offers a first attempt to handle the problem of state explosion
motivating applicatiot. Events may be correctly ordered by - . . . . :
hich results from the interleaving of events involving different

each individual sensor, but communicating alarm events via e
o . components.
network causes a loss of synchronization, and resultiona

o . . . Diagnosis in the framework of Petri net models has also been
deterministicand possiblyunboundednterleaving at the super- . : . .

: X ’ . investigated by some authors. Hadjicostis and Verghese [22]

visor. Hence, the right picture, for what the supervisor collects

. . consider faults in Petri nets in the form of losses or duplica-
is not a sequence of alarms, but rath@astially orderedset of i . )
alarms. tions of tokens; this is different from using Petri nets as an asyn-

Fault diagnosis in discrete-event systems has attracted a ghronous machine model, for diagnosis. Valettel[34] use

nificant attention, see the work of Lafortueeal.[10], [35] for PEiri nets to model the normal behavior of systems, and con-

) ) : . . sider as faults the occurrence of events that do not match firing
an overview of the literature and introduction to the subject. De-" " . © . .

. : . . . : conditions properly. The work closest to ours is that of Gitia
centralized diagnosis is analyzed in [10], including both algg- . ; S .
. 2 . e e al.[23], [24]; it considers the estimation of the current marking
rithms and their diagnosability properties; the solution is formHg—

lated in terms of a precomputed decentralidéggbnosey con fom observations.
e P npu . F col Event correlation in network management is the subject of a
sisting of a set of communicating machines that have their states_ . . ;
) considerable literature, and a number of commercial products

labeled by sets of faults and react to alarm observations an .

SO . are available. We refer the reader to [21] for a survey. There are
communications; the language oriented framework of Wonham ) >
wo main frameworks for most methods developed in this area.

The first one relates to rule-based or case-based reasoning, an
Manuscript received April 5, 2002. Recommended by Associate Editor R. § proach very different from the one we study here. The second
Sreenivas. This work was supported by the RNRT project MAGDA, funded b . . .
the Ministére de la Recherche. Other partners of the project are France Tele uses a causal model, in which the relation between faulty
R&D, Alcatel, llog, and Paris-Nord University. states and alarm events is modeled. The articles by Bouletitas

A. Benveniste, E. Fabre, and S. Haar are with the INR_IA, IR!S_A, Campus ¢g. [7]' [8], [27] be|0ng to this family, aswell as [32] which relies
Beaulieu, 35042 Rennes cedex, France (Albert.Benveniste@irisa.fr). the di h of [35]. Th f t lati
C. Jard is with the CNRS, IRISA, Campus de Beaulieu, 35042 Rennes ce(ﬁf(‘, € diagnoser approach o [ ] € case orevent correfation

France. in network management also motivated the series of papers by
Digital Object Identifier 10.1109/TAC.2003.811249 Fabreet al. [2] [3] [6] on which this paper relies.
1See [28] and the url http://magda.elibel.tm.fr/ for a presentation of the As said before, our presen'F approach Wa? mPt'Vated by the
MAGDA project on fault management in telecommunications networks.  problem of fault management in telecommunications networks,
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so it is worth discussing how this context motivated some given in Section IV. These algorithms have the form of pattern
our choices. As seen from our bibliographical discussion, twoatching rules and apply asynchronously.
classes of approaches were available, to handle the diagnosis of
asynchronous systems. Il. A SYNCHRONOUSDIAGNOSIS. PROBLEM SETTING
A possible approach would consist in constructing a diag-I

noser in the form of a Petri net, having certain places Iabelg,%m nets and their unfoldings. Then, we introduce informally

by faults, and transitions labeled by alarms. Received alar@sqynchronous diagnosis on an example. Finally, we formally
trigger the net, and visiting a faulty place would indicate th%[eﬁne asynchronous diagnosis '

some fault occurred in the original net for monitoring. Another
approach would consist in estimating the current marking of the Background Notions on Petri Nets and Their Unfoldings
Petri net for monitoring, as in [23] and [24]. . .

For our application, we needed to support distributed faults Ba_3|c references are [9], [12].’ and [31]. Homomorphlsms,
and event propagation and distributed sensor setups, from Wh‘f&ﬁ'ﬂ'c_t' concurrency, and unfoldings, are the essential C(_)ncepts
wrong interleaving can result. Hence we feel it important, th ! V\.'h'Ch a true concurrency gnd fully asynchronous view of
robustness against a wrong interleaving should be addres e%l.” ne_ts IS based..ln order to |rltrodl,1,c.e these notions, it will be
However, the available approaches typically assume that alarfit venient to consider g_eneral ngts n the sequel.
are received in sequence and that this sequence is an actual firin ets and Homomt_)r_phlsmsA netis a triple = (P T, =),
sequence of the net, an assumption not acceptable in our cont®: _reP andT are dlspmt sets oplac_esandtransmqns and
Also, for our application in fault management in telecommu-, = (PXT)U(Tx P)is theﬂqw relgtlon The reflexive trgn-
nications networks (where faults are typically transient), pr itive cllosure O.f .the flow reI_auon» is denoted by, and |ts.
viding explanations in the form aicenariosnot just snapshots, |rreflexwe transitive closurg is denoted by Places and transi-
was essential. Finally, returning all scenarios compatible Wiﬂﬁ)ns are callediodes generically denoted by. Forz € PUT,
the observations, was the requirement from operators in netwé( 9€N0te by = {y : y — x} the presetof nodex, and by

management. They did not ask for a more elaborated inforn"f%—( - ly - a:.,—a>ng(4j}X|£s_postset F?rfn hconf)o%g;, mgn\flrvgrtr?
tion such as fault identification, or isolation. =Usex "z = Upex o*. P

/3 . / ! .
In this paper, we propose an approach to handle unboun '&e”’ toanetP’isamapp: PUT +— P'UT such that

p ’ o
asynchrony in discrete event systems diagnosis by usi 7@(1’) C I, o(T) C T, and 2/ for every transition of P,

net unfoldings originally proposed by Nielsen, Plotkin, and{'r% restriction ofp to *# is a bijection betweeh and* (1), and

Winskel [30]. Unfoldings were used by McMillan [29] forthe restriction ofp to_t |sab|ject|o/n betweerf an_d<p(x) ;
: ; e Occurrence Nets:Two nodese, =’ of a netP arein conflict,
model checking in verification. They were subsequentI\Xl . e . - ,
) . ritten x#<’, if there exist distinct transitions ¢’ € T, such
developed in [13], [33], and [14]-[16]. Net unfoldings A ater o , , . .
) ’ that*tn*t’ # P andt < z, ¢ < z’. Anodez is in self-conflict
branching structures suitable to represent the set of executigns . o
) . . . If 2. An occurrence neis a netO = (B, F, —), satisfying
of a Petri net using an asynchronous semantics with local stat €S : o o
. ) . ._1thé following additional properties:
and partially ordered time. In this structure, common prefixes
pf execu.tions are.shareq,. anq 'executions differing only in the Vo € BUE : —[z#2] no node is in self-conflict
interleaving of their transition firings are represented only once.
Our motivation, for using Petri nets and their unfoldings, is to )
have an elegant model of asynchronous finite state machine¥? € BU E: [{y:y < z}|<oo =< is well founded

n this section, we first introduce the background we need on

Vze BUE :-[z <z] <=Iisa partial order

therefore we restrict ourselves to safe Petri nets throughout Vb e B:|°| <1 each place has at most
this paper. Net unfoldings are not well known in the control one input transition
community, they have been however used for supervisory

control in [25] and [26]. We will assume that the set of minimal node<dfs contained

The paper is organized as follows. Section Il is devoted to tire B, and we denote bynin(B) or min(©) this minimal set.
problem setting. Section II-A collects the needed backgrousgecific terms are used to distinguish occurrence nets from gen-
material on Petri nets and their unfoldings. Section 1I-B ireral nets.B is the set otonditions E is the set okvents< is
troduces our first example. And our problem setting for asyihe causalityrelation.
chronous diagnosis is formalized in Section II-C, which consti- Nodesz andz’ areconcurrentwrittenz L 2/, if neitherz <
tutesper seour first contribution. x',norz < ', norz#zx’ hold. Aco-setis a setX of concurrent

In asynchronous diagnosis, some recorded alarm sequermagditions. A maximal (for set inclusion) co-set is calledua
differ only via the interleaving of concurrent alarms, hence, & configurations is a sub-net of?, which isconflict-free(no
is desirable not to distinguish such alarm sequences. Similatlyp nodes are in conflict), ancausally closedif =’ < = and
it is desirable not to distinguish diagnoses which only differ im € %, thenz’ € ).
the interleaving of concurrent faultBiagnosis netare intro- Occurrence nets are useful to represent executions of Petri
duced to this end in Section lll, they express the solution okts. They are a subclass of nets, in which essential properties
asynchronous diagnosis by using suitable unfoldings, and came visible via the topological structure of the bipartite graph.
stitute the main contribution of this paper. Diagnosis nets returnPetri Nets: For P a net, amarkingof P is a multisetM of
diagnosis as scenarios recording the whole history of failed/yslaces, i.e.,amapf : P — {0,1,2,...}. A Petri netis a pair
failed status and type of failure. Corresponding algorithms afe= (P, My ), whereP is a net having finite sets of places and
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transitions, and, is aninitial marking. A transitiont € T is
enabledat markingM if M(p) > 0 for everyp € *t. Such a
transition carfire, leading to a new markingy/’ = M —*t+t°,

we denote this by [t) M’. The set ofreachablemarkings of

P is the smallest (w.r.t. set inclusion) skfy[) containingM
and such thafl € My[) and M[t)M’ together implyM’ €
Moy|). Petri netP is safeif M (P) C {0,1} for every reachable
markingM . Throughout this paper, we consider only safe Petri
nets, hence, markingy/ can be regarded as a subset of places.
A finite occurrence neB can be regarded as a Petri net, where
the initial marking isMy = min(B).

Branching Processes and Unfolding# branching process
of Petri netP is a pairB = (O, ), whereQ is an occurrence
net, andy is an homomorphism fror® to P regarded as nets,
such that: 1/ the restriction gftomin(O) is a bijection between
min(Q) and M, (the set of initially marked places), and 2/ for
alle, ¢’ € E,%e = *¢"andyp(e) = ¢(e’) together implye = ¢’

By abuse of notation, we shall sometimes writei(3) instead
of min(O).

The set of all branching processes of PetriRas uniquely
defined, up to an isomorphism (i.e., a renaming of the conditions
and events), and we shall not distinguish isomorphic branching
processes. Fd8, B’ two branching processes8! is aprefix of
B, written B’ C B, if there exists an injective homomorphism
¥ from B’ into B, such that)(min(B’)) = min(B), and the
compositiony o 1) coincides withy’, whereo denotes the com-
position of maps. By [13, Th. 23], there exists (up to an isomor-

phism) a unique maximum branching process according, to Fig. 2. Example 1 (top left), a configuration (top right), and a branching

we call it theunfoldingof P, .and d9n0te itb¥/p. The unfolding process (bottom). For this and subsequent examples, we take the following
of P possesses the following universal property: for every ocenvention for drawing Petri nets and occurrence nets. In Petri nets, the flow
currence netY. and every homomorphism - O — P, there relation is depicted usindirected arrows In occurrence nets, since no cycle

. .. . occurs, the flow relatioprogresses downwardand therefore there is no need
exists annjectivehomomorphism : O — Up, such that to figure them via directed arrows, standard solid lines are used instead.

=po. 1
p= @ place ofP. Each event of 5 is labeled byy(e), a transition

wherep denotes the homomorphism associateldto Decom-  of P_ A configuration of Petri neP is shown in grey. Note that
position (1) expresses thaf> “maximally unfolds™P. If P'is  the minimal condition labeled by 7 is branchingnalthough
itself an occurrence netadd, = min(7) holds, therd/» iden- it is not branching irP itself. The reason is that, iR, the token
tifies with P. can freely move along the circuit— i — 2 — i3 — 1, and

Configurations of the unfolding/» are adequate represenyesynchronize afterwards with the token sitting in 7.
tations of the firing sequences ®f. Let Mo, M1, M,,...bea  The mechanism for constructing the unfolding of Petri net
maximal firing sequence &%, and letM;,_, [t) M}, be the asso- p s jllustrated in the top right, it is informally explained as
ciated sequence of fired transitions. Then, there exists a unigggows. Put the three conditions labeled by the initial marking
maximal (for set inclusion) configuration of //» having the of P, this is the minimal branching process@f Then, for each
following propertiesz is the union of a sequeneg, e, ... of  constructed branching proceSsselect a co-seX of B, which
events and a sequencg cy, ¢z, . .. of cuts, such that, for eachis |apeled by the preset of some transition of P, and has no
k>0, ¢(cr) = Mk, p(ex) = tr, andei_1 2 *ex, e} C cx.  event labeled by in its postset within3. Append toX a net
Conversely, each maximal configuration/éf defines a max- jsomorphic to*t — ¢ — ¢* (recall thatp(*t) = X), and label
imal firing sequence, which is unique up to the interleavings additional nodes by andt®, respectively. Performing this
of consecutive structurally concurrent transitions—transitiongecursively yields all possible finite branching processe® of
andt’ are structurally concurrent ifft’ 0 (*t U ¢t*) = 0 and  Their union is the unfolding/.
stn(rute) = 0. Labeled Nets and Their Productsfor P = (P, T, —) a net,

Example 1: F|g 2 shows the example we will use throughol& |abe|ing is a map)\ T — 147 where A is some finite al-
this paper. A Petri neP is shown on the top left. Its placesphapet. A netP = (P, T,—, ) equipped with a labeling is
are 1-7, and its transitions aigii, iii, v, v, andvi. Places called alabeled net ForP; = {P;, T, —i, \i}, i = 1,2, two
constituting the initial marking are encircled in thick. labeled nets, their produ®;, x P, is the labeled net defined as

A branching proces® = (O, ¢) of P is shown on the fg|lows:
bottom. Its conditions are depicted by circles, and its events are
figured by boxes. Each conditidnof B is labeled byp(b), a P X Py=(P,T,—,\). (2)
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The grey area indicates where interaction occurs between the
two components. The initial marking consists of the three (nom-
component 2 inal) states 1, 4, and 7. Labels (alarmsg or self-repairp)
attached to the different transitions or events, are generically re-
ferred to asalarmsin the sequel.
Different Setups Considered, for Diagnosishree different

setups can be considered; for all of them we assume that mes-
sages are not lost.

1) SetupS;: The successive alarms are recorded in sequence
by a single supervisor, in charge of fault monitoring. The
sensor and communication infrastructure guarantees that
causality is respected: for any two alarms that are causally

In (2), P = P, ¥ P, wherew denotes the disjoint union, and related (x causesy’), thena is recorded before’.

2) SetupSs: Each sensor records its local alarms in se-

Fig. 3. Example 1: two interacting components modeled as a labeled Petri net.

{t1 € Ty : Aa(t) € A1\ Ay} (0 quence, by respecting causality. The different sensors
I= U () €D x Io: M) = Aalt2)} - (i) perform independently and asynchronously, and there is
U {t2 € Tr: Aa(t2) € A2\ A1} (iif)

a single supervisor which collects the records from the

p—tiff pePrandp —t; forcase (i) or (1) different sensors. No other assumption is made on the

p € Py andp —2 ty  for case (ii) or (iii) communication infrastructure. Thus, any interleaving of
t—piff pe Ppandt; —;p forcase (i) or (i) the records from different sensors can occur, and possible
causalities relating alarms collected at different sensors

p € Py andty —o p  for case (ii) or (iii)
are lost.

In cases (i,iii) only one net fires a transition and this transition 3) SetupSs: The fault monitoring is performed in a dis-
has a private label, while the two nets synchronize on transitions  tributed way, by different supervisors cooperating asyn-
with identical labels in case (ii). Petri nets and occurrence nets  chronously. Each supervisor is attached to a component, it

inherit the aforementioned notions of labeling and product. records its local alarms in sequence, and can exchange su-
pervision messages with the other supervisor, asynchro-
B. Discussing Asynchronous Diagnosis on Example 1 nously. No other assumption is made on the communica-

A Labeled Petri Net Model:Our first example of Fig. 2 is re- tion infrastructure.

drawn slightly differently in Fig. 3, in the form of a labeled Petrin this paper, we conside8; and S, (and generalizations of

net. The exgmp:je is ”3"2V interpreted o two i”kt‘era‘:“'ﬂ‘g CoMAfilem), but not distributed diagnosiS; (for distributed diag-
nents, numbered 1 and 2. Component 2 uses the services of CRQs 'the reader is referred to [17], [18]). Note that the Internet

ponent 1 for its functioning, and therefore it may fail to delive{:annot be used as a communication infrastructure for Stup
its service when component 1 is faulty. but it can be used for setu

Component 1 has two states: nominal, figured by place 1, ) ) o o
and faulty, figured by place 2. When getting in faulty state, the ' N€ different setups are illustrated in Fig. 4, which is a com-
component 1 emits an alarfh which is associated to transitionPination of Fig. 2 and Fig. 3. The labeled Petri net of Fig. 3
(i) and (44) (cf. Fig. 2) as a label. The fault of component 1 ¢S rédrawn, on the top, with the topology used in Fig. 2. In
temporary and, therefore, self-repair can occur, this is figur&ef Pottom left, we redraw the configuration shown in grey in
by the labelp associated to transitioiii) (cf. Fig. 2). Fig. 2-right, call its, and_ we relabel its events by their associ-

Component 2 has three states, figured by places 4, 5, an&‘@.d. alarms. Configuratiof expresses that component 1 went
State 4 is nominal, state 6 indicates that component 2 is faulf}fC its faulty state 2, and then was repaired; concurrently, com-

and state 5 indicates that component 2 fails to deliver its servi@nent 2 moved to its faulty state 6, where self-repair cannot
due to the failure of component 1. Fault 6 is permanent aR§cu" Note that the transmission of the fault of component 1 to
cannot be repaired. component 2, via place 3, is preempted, due to the fatal failure

The fact that component 2 may fail to deliver its service duf component 2.
to a fault of component 1, is modeled by the shared place 3.How alarms are recorded is modeled by the two occurrence
The monitoring system of component 2 only detects that thigts shown in the third and fourth diagrams, we call them
component fails to deliver its service, it does not distinguisilarm patternsin the third diagram, we assume the first setup,
between the different reasons for this. Hence the same alésm in which a single sensor is available to collect the alarms.
attached to the two transition®(v) as a label (cf. Fig. 2). Since Hence, configuratiom: produces the alarms, «, p, recorded
fault 2 of component 1 is temporary, self-repair can also occirsequence. This record is modeled by the linear alarm pattern
for component 2, when in faulty state 5. This self-repair is nahown in the third diagram. This alarm pattern has its events
synchronized with that of component 1, but is still assumed to lebeled by alarms, but its conditions are “blind,” i.e., they have
manifested by the same lahelFinally, place 7 guarantees thano label. This manifests the fact that the different places of the
fault propagation, from component 1 to component 2, occuPetri net, which are traversed while producing the alafms,
only when the latter is in nominal state. or p, are not observed.
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Note the following chain of labeling maps:

E 2 17 204
o e~

events transitions alarms
A
e — p(e) — A(p(e)) = Afe) ®3)

which defines thalarm labelof evente, we denote it by\(e);
we also call it “alarm,” for short, when no confusion can occur.

An extensiorof a netP = (P, T, —) is any net obtained by
adding places and flow relations but not transitions. Occurrence
nets inherit this notion. An occurrence net induces a labeled
partial order on the set of its events, extending this occurrence
net induces an extension of this labeled partial otder.

Two labeled occurrence net® = (B, FE,—,A) andO’ =
(B', E',—', \") are calledalarm-isomorphidf there exists an
isomorphismy, from (B, E, —) onto(B’, E’,—'), seen as di-
rected graphs, which preserves the alarm labels, i.e., such that
—_— Ve € E : A'(¢(e)) = A(e). Thus, two alarm-isomorphic oc-
second setup currence nets can be regarded as identical if we are interested
() first setup only in causalities and alarm labels.

Definition | (Alarm Pattern): ConsiderP, Up, andA, as in

Fig. 4. Example 1: a scenario involving a single sensor and two independéﬁ?' A labeled occurrence net = (B4, Ea,—a,24) is an
sensors. alarm pattern ofP iff:
1) its labeling map\ 4 takes its value in the alphabdt of

alarms;

Now, in the last diagram, we show the case of the second o . . o . .
setup, in whichs, p are collected by the first sensor, ands col- 2) Ais .|t.self a C‘_’”f'g‘%r?‘“on (it is conflict free), its set of
lected by the second one, independently. The result is an alarm3 cr?nd|t|or_15BA IS dl?omt f_rom ]tchzjt oty ,h hat4 and
pattern composed of two concurrent parts, corresponding to the ) there exists a con |gl:]rat|ono | P, SUC t ah' ands
records collected by each sensor. When collected by the super- possess extensions that are alarm-isomorphic.

visor, these concurrent parts can interleave arbitrarily: this man-/\SSuming, for.A, a set of places disjoint from that ofp,

ifests asynchrony. aims at reflecting that alarm patterns vehicle no information re-
Asynchronous .DiagnosisAIarm patterns are genericallygarding hidden states of the original net. This justifies condition

denoted by the symbaoll. Note that each sensor delivers, ag)' Concernipg condition 3) the allowed discrepan_c_y between

an alarm pattern, some linear extension of the partial oro%?_dA formalizes the possible lOSS_Of some causalities (e.g., dl.Je

of events it sees. However, the causality relations involvirtg "dePendent and non synchronized sensors), and the possible
pairs of events seen by different sensors, are lost. In gene?zﬂ,d'ng of other ones (e.g., when sensors record their alarms in

observations may add some causalities, may loose other Or%é:!uence). The key fact is that the information about the con-
but they never reverse any of thefiherefore, the only valid currency of events produced by the system cannot be observed

invariant between alarm pattetd and the configurations by the supervisor. For instance, if the supervisor receives two

that produced it, is thatd and x possess a common ”nearalarm eventsy, § that are not causally related, then the Ret
extension. With this definition, we encompass setS8psand M& have produced L j, ora < f3, ora = f3. _

S, in a common framework. From the previous discussion, we '© refer to our context of diagnosis, we say that the configu-
must accept as plausible explanations of an alarm paﬁern(rjat'on“gan explainA. For A, a given alarm pattern d?, we
any configurations such that4d andx possess a common linear enote by
extension. Suclk are said toexplain.A. We are now ready to

formalize our problem setting. diag(.A) (4)

the set of configurations of U/ satisfying conditions 1, 2, and 3
C. Asynchronous Diagnosis: Formal Problem Setting of Definition 1. Due to asynchrony, ambiguity frequently occurs
, ] . so that the sedliag(.A) is far from being a singleton. There-
Now, we formalize what an alarm patterhis, and what it ¢qre the issue of how to compute and represent this solution
means, fotA, to be associated with some configurationVe et efficiently is of great importance when large scale applica-
are given the following objects, where the different notions hayg s are considered. In the next section, we propose an adequate
been introduced in Section II-A: data structure to represent and manipulate thelzat(.A) ef-
* alabeled Petring® = (P, T, —, My, \), where the range ficiently, we call it adiagnosis net

of the labeling map\ is the alphabet of possibkarm
9 P P P S 2Recall that the labeled partial-orde¥ (<) is anextensiorof labeled partial-

Qe”Oted k_)yA' order (X', <’) if labeled setsX and X’ are isomorphic, ane&kD =<’ holds.
* its unfoldingllp = (B, E, —, ). When (X, <) is a total order, we call it inear extension of &, <’).
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P A

diag(A)

Fig. 5. Example 2. Showin®, A, anddiag(.4). Note that/»(A) = P.

I1l. DIAGNOSIS NETS, EXPRESSINGASYNCHRONOUS
DIAGNOSIS BY MEANS OF UNFOLDINGS Upxa

In this section, we provide explicit formulas for the solutiorig. 6.  Example 2. Representidjag(.A) by U 4.
of asynchronous diagnosis, in the form of suitable unfoldings.

A first natural !dea IS to_ represedﬁag(A) by_the m_|n|ma| where the flow relation— x is defined as the restriction, to
subqet of UI:]fO'dlﬂg/{p which coptams all configurations be—X x X, of the flow relation—C (P x T) U (T x P) given on
!onglng tOdlag.(A)’ we dengtg it byt (A). Sl.aneM’.(A) ‘P. Be careful that we restrict the flow relation, not its transitive
inherits canonically by restriction, the causality, conflict, anglosure.
concurrence relations defined ofp. Neti/p(A) contains all | v p _ (P,T,—, My, \) andQ = (Q, S,—, No, 1) be
configurations belonging tdiag(.4), but unfortunately it also - |abeled Petri /net/s, ad = (B, E,—,p) a sub-net of the

contains unde§irable maximal configuratiora belonging to unfoldinglp » o. Define the labeled occurrence i),
dlag(“@’ _as Fig. 5 reveals. . . the projectionof &/ on P, as follows: 1/ restrict{ to its subset

In this figure, we show, on Fhe top Ieft, a Petri ﬂéﬂqgvmg of nodes labeled by nodes frof, and 2/ project, ontd’, the
the set of places {1,4} as initial marking, note th&tis an |apels consisting of synchronized pairs of transitions belonging
occurrence net. In the top right, we show a possible associafgg- , g | et us formalize this construction. The ebf events
alarm p_atterrul. Alarm Iabels_are figured by colors (bla(_:kofu decomposes a = Ep U Ep oUEq, whereEp is the set
and white). The sediag(.A) is shown on the bottom, it o eyents labeled by transitionse T', Eo is the set of events
comprises two configurations. Unfortunately the minimglqjeq by transitions € S, and Ep o is the set of events

subnetl/p(A) of the original unfolding?” which contains |5peled by pairs of synchronized transitiofiss) € 7' x S.
diag(.A), is indeed identical t@. Undesirable configurations tpan \we define

are {(1, ti2, 2), (4, ta6, 6)} and {(1, ti3, 3), (4, tas, 5)} (|n
these statements,, denotes the transition separating states 1 projp(U) e (Ujo-1(PYUEPUE: o> P) (5)
and 2). However, configuratiof(1, t12,2), (4, t46,6)} is such ] ) . )
that its two transitions,s, £, explain thesamealarm eventin Where the labeling map is defined as follows: ib € B, then
A, and therefore this configuration cannot explainThe same p(b) = ¢(b); if e € Ep, theng(e) = p(e); if e € Epgis
holds for the other undesirable configuration. such thatp(e) = (%, s), theng(e) = t. Hence projSp (U) has
Fig. 6 suggests an alternative solution, using the proguct £ U 7' the set of nodes dP, as its label set.
Aof P and.A, seen as labeled nets with respective labeiad ~ Finally, for O an occurrence net, we denote bynfig(O)
A (see Section II-C for these notations). The unfolding, , € Set of all its configurations. ,
is shown. The projection, on the set of nodes labeled by noded Ne€orem I: Let iy be the unfolding of some Petri nét,
from P, is depicted using larger arrows. The reader can verifiy 20 @ssociated alarm pattern, andda:ﬁg(,ft) be defined as
that the corresponding set of maximal configurations coincidés (4). Consider the unfolding/rx 4 = (B,E,—.¢), and
with diag(.A). This suggests thatp 4 is an appropriate rep- its associated projectionsrojy(.) andproj(.). Then,x €
resentation ofliag(.A). We formalize this in the theorem todiag(A) iff there existss € config(i/p.4), such that
follow. We use the notations from Section II-A and 1I-C, and
we need a few more notations.
ForP = (P,T,—) anetandX a subset of its node®}x  Note that the producP x A involves only synchronized tran-
denotes theestrictionof P to X, defined as sitions. Note also that everysatisfying (6) must be a maximal
configuration ofi/p« 4. Theorem 1 expresses tliab, 4 is an
Px 2 (PNX,TNX,—|x) adequate representationdifag(.A4), we call it adiagnosis net

projp(k) = and proj,(k) = A. (6)
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Proof: We first prove thef part. Lets be a configuration

of Up 4 such thaproj 4(<) = A, and defines = projp(&).
By definition of net extensions (cf. Definition 1 and the infor-
mation preceding it)s is an extension of botk and.A. Hence,
by definition 1, € diag(.A).This was the easy part.

Now, we prove theonly if part. Select an arbitrary
k € diag(A). We need to show the existence ofsasat-
isfying (6). Sincex € diag(.A), thenx and.A possess two
respective extensions? and .A¢, that are alarm isomorphic,
let ¢ be the corresponding isomorphism, fraty (the set of
events ofA), onto the set of events af Note thatx® possesses
additional dummy conditions that are not labeled by places
from P, and.A¢ possesses conditions that do not belonglto

Consider the following configuratiof, obtained as follows.
Its set of events is the set of paig(e), ), wheree ranges over
E 4. Then, its set of conditions as well as its flow relation is
defined by

flow relation of x®

* (1/J(e)7 e) = .1/’(6) U®e
{ e = ue

where the pre- and postset operations occurring on the right
hand sides of the two equalities are taken from the extensions
k¢ and.A°. Informally speakings® is obtained by glueing to- _ _ _ _ _
gethers® and.A° at their events associated via Note that® Fig. 7. Example 1: diagnosis net, an illustration of theorem.

is circuit free.

Now, erase, irk®, the conditions that are neither labeled by Example 1, continued; illustration of diagnosis nets, and
places fromP, nor belong toA (such places originate from comparison with the use of the marking gragptg. 7 shows
having extended: and.A into x° and.A¢, respectively). Call an illustration of theorem 1. In this figure, we show the Petri
F the so obtained configuration. By construction net P of Fig. 3 (top left), an associated alarm patte4n(top
right), and the nei/p 4, restricted to its nodes labeled by
nodes fromP (bottom). We show in dashed-thick the additional
Thus, it remains to show that € config(Up«.4). On the one conflict relation between the two otherwise concurrent events
hand,z¢ was circuit/conflict free and causally closed, then so Igbeled by the same alarp This conflict is inherited from the
R, thusr is a configuration. On the other hand, the flow relatiosharing of a common condition, not shown, belongingitat
and nodes of are also defined by formula (7), provided that thés easily checked thadiag(.A) is adequately represented by
pre- and postset operations occurring on the right hand sidedlu$ diagran®
the two equalities are taken from the original configuratiens  Four alternative explanations are delivered by this diagnosis,
and.A. By keeping in mind (7), we define the following labelingthis reflects the ambiguity resulting from asynchrony in this
map¢ on&. For each event, ¢ (¥/(e), e) = (¢ (#(e)) ,e), and example. Explanation 1: component 1 gets in its faulty state
for eachb € *(¢(e),e) U (1(e), e)® without causing damage to component 2, and then gets self-re-

{ be®eUe® = ¢b)=b paired; independently, component 2 gets into its fatal faulty state

projp(k) =k and proj,(r) = A.

_ o ~ 6; thus, for this scenarids < p) L « holds. Explanation 2:
be*Pple)uy(e)®* = ¢(b)=(b) component 1 gets in its faulty state while causing damage to
Hence,$ is an homorphism fronk into P x A. By using the Ccomponent 2, a_nd then gets self-repaired,; inde_pendentlly, com-
universal property (1), there exists an injective homomorphisR@nent 2 gets into its fatal faulty state 6; again, for this sce-
from & into Up 4. This, and the fact that was already proved Nario, (5 < p) L a holds. Explanation 3: component 1 gets
to be a configuration, shows thate config(Upyx.4), this fin- 1N its faulty state while causing da_magg to component 2; conse-
ishes the proof of the theorem. o quently, component 2 fails to delivers its service and gets into
Remark: Theorem 1 assumes the knowledge of the initidiS State 5, where it subsequently gets self-repaired; for this sce-
marking My for Petri netP. When only a sef\, of possible Nario, we haved < p < «. Explanation 4: component 1 gets
initial markings is known instead, simply augméft 7', —) as N its faulty state while causing dgmage to component 2; conse-
follows. Add some additional plage not belonging taP, for duently, component 2 fails to delivers its service; independently
each possible initial marking/, € M, add one transition,,, Component 1 gets self-repaired; this< (» L ) holds for
to T with label oy not belonging to4, and add the branchesthis scenario. _ _ _ _
po — tum, — My to the flow relation. To account for this Fig. 8 compares _d|agn05|s nets with the use of marking
additional places and transitions, add4ca dummy prefix of graphs. The reader is referred again to our running example 1

the formby — ¢o — min(A), where event, has labekvo.  srhe restriction, to its events, of this data structure, igwent structurec-
Then, apply Theorem 1 to the so augmented Petri net. cording to Winskel's definition [30], [38].
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are both labeled by the same state (namely 174), hence, they
possess identical continuations, and 2/ their causal closures are
labeled by the same alarm sequefice, p, p, i.€., explain the
same sequences of alarms. Merging the two conditions labeled
by 174 in the bottom of the second diagram yieldgttice,
i.e., a labeled net with branching and joining conditions but no
circuit, we denote it byC v((p). Lattices are not new, they are
the data structures used when applying the Viterbi algorithm
for maximum likelihood estimation of hidden state sequences
in stochastic automata.

Being linear and not branching any mo&,») is a more
compact data structure than the unfoldidg, ). The reason
for merging the two places labeled by 1744R,(p) is the dia-
mond occuring inM(P). However, this diamond manifests the
concurrency of the two self-repairing transitions, and the un-
foldingUp of P, shown in Fig. 2, already handles this properly:
the marking 174 is not duplicated itp, unlike inl y(p). In
fact, this lattice corresponds to a prefix of the unfolding shown
in Fig. 2. The unfolding of Fig. 2 is more compact, but in turn,
building co-sets requires some processing, whereas this requires
no processing for the unfolding of Fig. 8, since co-sets are just
places. Therefore, for applications in which memory constraints
prevail over processing speed, unfoldings should be preferred.
Still, the generalization of lattices to Petri nets is of interest, and
their definition and use for diagnosis is investigated in [1].

IV. ALGORITHMS

In this section, we detail the algorithms for the construction
of diagnosis nets. In Section I1V-B we consider the general case
considered in theorem 1, this encompasses séfypand S»
of Section II-B. Then, in Section IV-C, we focus &, for
which we give an improved algorithm. In Section IV-A we first
describe the framework we need for the description of these
algorithms.

Fig. 8. Marking graph of example 1 (top) and unfolding (bottom).

(shovyn in Fig. 7), call itP. In the first diagram we show th_e A. Algorithms as Pattern Matching Rules

marking graphof P, denoted byM(P). It is a labeled Petri

net whose places are labeled by the reachable markings of As a prerequisite, we formally state an inductive construction

shown by the combination of the places composing the differedit the unfoldingl/r of a Petri netP in the form of a nested

markings. We identify the places of the marking grapt(?) family of branching processés—this construction is borrowed

with the markings of?. Then,M[t)M’ in P iff M — + — M’ from [16] and was illustrated in Fig. 2.

in M(P). TransitionT of M(P) is then labeled by transition ~We use the following notations. The conditionslgf have

t of P. In Fig. 8, we have labeled instead the transitionsf the form ¢, p), wheree is an event ol/p andp a place ofP.

M(P) by the alarm labels\(t) = «, (3, p of the associated Similarly, events of/p have the formX, ), whereX is a co-set

transitionst from P. of conditions belonging té/», andt is a transition ofP. The
The pre/postset of each transition df((P) is a sin- homomorphismp, fromify to P, is given byy(e, p) = p, and

gleton, hence there is no concurrency, and(P) rep- ¢(X,t) = t. The flow relation ori/p is given by®(e, p) = e,

resents an automaton. Note the diamond composed a9d*(X,?) = X. Conditions {il, p) are those having no input

the two branchef75 — p — 175 — p — 174 and event, i.e., the distinguished symbol is used for the minimal

275 — p — 274 — p — 174, it represents the two possibleconditions oft/r. Hence, we represent a branching process as

interleavings of the concurrent transitions labeleg by P. a pairB = (B, E) of conditions and events, and the flow rela-
We can still regardM(P) as a Petri net, and consider itdion and homomorphism are derived implicitly, using the above

unfolding(py, shown in part in the second diagram (somgonvention. The termoy denotes the set of co-setsBf

flow relations are sketched in dashed, to save space). Now, wd N€ setobranching processex P = (P, T, —, M) can be

can safely merge the two conditions labeled by 174 in the bottdRgluctively constructed as follows.

of this diagram. The reasons for this are the following: 1/ they  ({(nil,p),p € My}, ) is a branching process &f.
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» For (B, F) a branching process, € 7, andX € cop thetermX U X 4 € cop inthe precondition of the rules in the
such thatp(X) = *t, then the following term is also a sequel Thus, (12) will be simply written as
branching process @?:
At) = Aa(e), p(X) = *t, p(Xa) = e
(Bu{(e,p)lpet®}),Eufe},  where e=(X,t). (8) e= (X UX4(teh) '

o _ . A®
If e ¢ E, we calle apossible extensioof (B, F), and we call €= {(e’p>|p €t"Ue }
the corresponding extended branching processménuationof

(B, E) by e. The inductive construction (8) can be expressed pince cpntinuations can occur from any co-set of the current
the form of a pattern matching rule branching process, the whole branching process must be con-

tinuously maintained, for possible continuation, along the con-

if precondition{...} holds X € cop, p(X) = *t struction of the unfolding. Of course, this data structure is of
then, possible extensidn. .} : e=(X,t) ©) rapidly increasing complexity, and this makes the general algo-
and its postset. . .} result e® = {(e,p)|p € t*} rithm based on rule (12) quite cumbersome. Also, in this general

case, explanations of an alarm can occur with an arbitrary long
where the thre€. . .} denote the corresponding three statementiglay, but this is the unavoidable price to pay for handling asyn-
shown on the right-hand side. In rule (&)is understood that chrony with no restriction on the allowed sensor setup.
e = (X,t) is a possible extension of the current branching Refining the Rules:Let us investigate how to refine rule (12).
process, meaning that ¢ E (the current event set}his will Theorem 1 states thdiag(.A) is in one-to-one correspondence
not be repeated in the sequel. Most importartlye (9) ap- with the set ofs’s satisfying (6). Thus, only a subnet @« 4
plies asynchronously meaning that the continuation can béas to be computed, not all of it. We investigate this issue next.
performed in any order, from the different co-sets which haw@onsider the unfolding{r« 4 = (B, ). For A fixed, andA’ a
possible extensions in the current branching process. subnet ofA, denote by

B. Asynchronous Diagnosis explain A’ (13)

Raw Rules: Computindr« 4: We first provide the rules for
the computation of the unfoldingp, «»,, for two netsP; and the maximal subnel/ of U/p 4, such that: 1/ all events &f
P,. For two netsP; andPs, p; (resp.t;) denotes generically a are labeled by events of’, and 2/min(i/) andmax(i/) are
place (resp. transition) of n@;, and the labeling map is denotedconditions. The subnetplain A’ collects all events dpy 4
by \;. The homomorphism of the unfolding under constructiowhich can explain some alarm belonging4t ForWW C Upy 4
is denoted byp. Using these notations, we have the followingt branching process @ x A, set
rules for inductively constructing the branching procesdgs (

E) of P; x Py, whose union forms the unfoldiridp, xp,, cf. AW™ = max { A’ C Al(explain A") C W}. (14)
(2)—in these rules, when the generic indeis used, the uni-
versal quantificatio’vi = 1,2 is understood Then, A}™ is theterminatedprefix of A4, i.e., no further con-

o . tinuation of)V will provide a new explanation fad}s™. Sym-
Xi € cop,, Ai(ti) Is private, andp(X;) = *1; (10) Mmetrically, keeping in mind thdtp, 4 = (B, E), set
ei = (Xi)
e = {(ei,pi)|pi € 17} Al = max {A’ C A|(explain A) NWNE =0}. (15)

X1UXs € S A1(t) = Aa(t2) - o(X;) = °t;
1-22 Ceof (;(( L)X (Zf( Qf) ))(p( ) . (11) Then, Al collects theéuturealarms, that have not yet been con-
S sidered at all inV. Note the subset symbalin (15), indicating
e* ={(e;p)lp eI UL} that Aft is not a prefix ofA (it is in fact a postfix ofA). Also,
. . . . the two “max” in (14) and (15) are well defined, since the cor-
Rule (10) performs a local continuation involving a single com- . h .
: . responding sets oft”’s are stable under union. In general, the
ponent, whereas rule (11) performs a synchronized contmusae-mact of active alarmssatisfies
tion. Thanks to Theorem 1, (10), (11) can be specialized to im-""""
plement the inductive computation of the branching processes et A torm fut
(B, E) of P x A: simply discard rule (10) since no private label ARy = A\ ( w U Aw) #0 (16)

is involved. This yields

and A}y can even have cardinality greater than 1. This means
X UX4 €cop, A\(t) = Aale?), p(X) = *t,p(X4) = *e* that alarms cannot be processed in sequence, i.e., there is no

e= (X UXyu,(t eA)) online algorithm. We shall see, however, thé;} = 0 holds
. . e for a certain increasing chain o¥’s, for setupS;. In general,
e = {(€7p)|P €t"Ue } refined rules must maintain the triplet{s™, A3sf, A

(12)  For A, a prefix of A such that no node ofl’ is maximal in
wheree* denotes a generic event gf Since the presence of 4, denote by

the termX U X 4 in the preset of the extensieralways requires
the corresponding preconditiofiU X 4 € cop, we shall omit stop(A’) a7
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the maximal subnet dffp 4 possessing no continuation inandé 4(proj 4(¢)) = e, whereg 4 denotes the labeling map

Upx 4, Note thatstop(.A”) is a postfix oftp 4/, and no con- of proj 4(Upx 4) (cf. (5)). Also, < (e) denotes the configura-

tinuation of it will explain alarms belonging t@l\.4’. Hence, tion spaned by the causal closureeoh Up 4. Similar nota-

stop(.A’) should be pruned prior to further performing contin-tions and remarks hold fof.

uations oftfpy 4. Picke € explainA’, and ses == (). Pick f € &. Since
For an arbitrary branching proce¥s of P x A, we must f < &, then either* L f4 or fA < e holds ¢4 < fAis

prune)yterm 2 stop(Alg™), where Ajsr™ is defined in (14), impossible, by definition of alarm patterns). However, sinte

and keep onlyAa<t 2 W\ Wtem from which continuation is totally ordered, then only# < e can hold, thugf* must
can proceed. ’ belong toA’, sincee”* € A’. Since this hold&/f € &, then

By maintaining the above objects along the steps of the algo-C “Px.' thereforeexplain A’ C Upx 4, this proves the
rithm, refined versions of (12) can be derived. Using this tecttMMa °©

nique, in the next section we focus on sefiypand provide for For the following results, we assurpétotally ordered. For
it an improved algorithm. u _a_subnet opya, denote_ by#(u)_ the.subnet oflp 4 cOom-
prising the nodes that are in conflict with every nodé/fThe
ﬁllowing theorem indicates how the pruning introduced in Sec-
on IV-B should be performed, it refines Theorem 1 for the case
in which A is totally ordered.
Here, we investiqate the computation of thg diagnosis netTheorem 2: Assume thatd is totally ordered.
Ut 0 e offag ). for e case o b 4 0aly 3 1 4 i the masiml st pref o, hendins(4)
The reader may think of a very simple solution for this par- zl‘;l:j\seso\ll)v&t’;_ e set of all maximal configurations o
ticular case, sincel is strictly a firing sequence. Try to fire this 2) Consider a chainl’ = A” C A of prefixes of A. Then
sequence in the Petri net from the initial marking. Each time an -
ambiguity occurs (two transitions may be fired explaining the
next event ind), then, a new copy of the trial is instanciated (a
new Petri net instance), to follow the additional firing sequence. ) . -
Each time no transition can be fired in a trial to explain a new, Proof: IPomt L follows from the definition (17)
- of stop(A’). Then, by Lemma 1, we have) =
event, the trial is abandoned. Then, and the end,dll the be- explainA”\explain.A') from which point 2) follows o
haviors explaining4d have been obtained. The remaining issuge ﬁ followi FI) s of | ' P b " il b
is to find a compact data structure to represent all these behavT € foflowing femma IS ot lesser |m_portance, Ut. 't.W' €
iors: unfoldings are the adequate answer. In fact, this is whuastefm for further optimizing our algor_lthm, by. restnctmg the
h below directly orovides. by specializing the eﬁ?t of co-sets that can serve for possible continuationZfFar
glrjarligzrgac yp » 0y sp 9 9 s_ub_net ofUp« 4, denote byl (i) the subn_et otdp .4 coON-
We start with some lemmas. The first lemma establishes tﬁé?tmg of t_he nodes t_hat are cqn_c_urrent with some node; of
online algorithms exist for set ;. note the difference with the definition gf(/).

. / 1 1 1
Lemma 1: Let A' C A be a prefix ofA. Then Lemma 2: Let A’, A”, andV be as in point 2) of Theorem

C. Asynchronous Diagnosis, an Improved Algorithm for SetL[
S1

stop (A/) = #(V) wherey 2 Z/{fpr/l\Ufpr/.

2. Set
Upya T explain A'. (18) ext(A”) £ VU L (V). (20)
_ Then, all possible extensions &« 4~ have their preset con-
If A is totally ordered, then we have tained inext(A").
Proof: Assume this is not the case. Hence, there exists a
Upya = explain A’ (19) co-setX not contained in the subnet sitting on the right-hand

side of (20), and some eveate (Upx.4\Upx.a), such that

Formula (19) says that, ifl is totally ordered, thetd» 4, con- e = X. Hence, we must have

tains all explanations afl’. In this case, as soon &%, 4/ has
been constructed, we can forgét, this justifies the consider-
ation of online algorithms; we insist that this does not hold i
general, cf. (16).

Proof: Inclusion (18) is obvious, so we need only to provey
(19) under the assumption th4tis totally ordered. This is the
result of interest. It is trivial itA’ = ), so we can assume that
this is not the case.

In the sequel of the proof, symbais f denote events of the

unfoldingUp « 4, hence, using the notations of (12)has the
form

Xn(=(Vu#(O) #0

Which implies that € #(V), a contradiction with Theorem<.
Using the aforementioned results, successive optimizations
the generic rule (12) are performed in several steps.

1) Online computation of the successive branching
processes (B, FE), of unfolding Upy4. Write
A= (Ba,Ea,— 4, 4), with

BA:{b07b17b27"'7bn7"'}

e = (X @] X_A, (t7€A)) vn >0: bnfl —A €n —A bn (21)
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where we recall thatl is the alphabet of possible alarms;
the superscipt' has been removed from the events and
conditions ofA, for the sake of clarity. In other words,
the flow relation is obtained by interleaving, alternatively,
one condition fromB 4 and one event fronk 4. Using
these notations, (12) rewrites as follows:

A(t) = -

)‘A(en)7 @(X) .t7 @(X.A) = bn—l
e=(XUXu,(ten)) )

e = {(e.p)lp € £°} U{(e,ba)}

(22)

Denote byA,, = (bp =4 €1 w4 b1 =4 ... =4 bn)
the prefix of lengthn of A, and apply Lemma 1 with
A= A,, we get

(B, E,) 2 explain A, = Upxa, (23)

(recall that we represent branching processes as a pair of
condition and event sets). Formula (23) expresses that we
can forget about4,, as soon as{py 4, has been com-
puted, and implement an online computatiodgf, 4,

3)

where

2)

(24)

andef_f) denotes rule (22), for andt seen as parame-
ters. Formula (24) defines our online algorithm.
Computing the sefr € config(Upx.a) : proj4 (k) =

A}. Theorem 1 indicates that we need only to compute
those configurations of Upy 4, such thaproj 4(7) =

A. InUp« 4, SOme configurations, while being maximal
(for set inclusion) intpx 4, explain only a strict prefix

of A. To represendiag(.A) exactly, such configurations
must be removed. For this, we use Theorem 2. Consider

5B, 2 B \E, 4 R

the set of events added tB,_; by applying the rule
R{??, and let# (s E,,) denote the set of nodes belonging
to (B,,, E,,) that are in conflict with every node &f,,.
Apply Theorem 2 with4d’ := A,,_;, A” := A, we de-
duce thastop(A,_1) = #(6E,), i.e.,

the nodes belonging t#(§£,,) cannot belong

to a configuration explaining alarm (25)
Thus, for computing the sdiz, € config(Upx.a) :
proj 4(R,) = A,} we must prune the nodes belonging
to #(6E,,).

This pruning can then be interleaved with the succes-
sive application of the online rule (24). Performing this
yields the desired sequencB,{, E,) of branching pro-
cesses, and all maximal configuratiors, of (B, E.),

C9 . At) = Aalen); p(X)

are such thaproj 4(%,) = A,. Therefore, the following
postprocessing is applied after rule (24):

pruneR, : remove#(6E, ) from (B, E,) (26)
and rule (24) is modified as follows:
R%n); pruneR,,. 27)

The pruning mechanism (26) is illustrated in Fig. 9, the
reader should compare with Fig. 7. In this figure, we have
extended thed shown in Fig. 7 by adding one more alarm
labeledx (top right). The branching process shown in the
bottom is a continuation of the one shown in Fig. 7. The
result of the pruning mechanism (26) is depicted in dark
grey: corresponding nodes are pruned from the updated
Up 4, Which is, therefore, the white part of the diagram
on the bottom. Note that the ambiguity has been removed,
since the remaining net is now itself a single configura-
tion. In fact, this figure shows directly this pruning mech-
anism on the restriction of diagnosis riét« 4, to the
subset of its nodes that are labeled by nodes ffam
Optimizing We can still optimize (27) by noting that,
in the term (3,,, £,,) resulting from applying this rule,
not all places fromB,, can serve for future continua-
tions of (B,,, E,)—compare this situation with the gen-
eral one discussed at the end of Section IV-B. For this,
we use Lemma 2. Denote hy(6 E,,) the set of places be-
longing to (B, F»,) that are concurrent wittomeevent
belonging toé E,,—note the difference with the former
definition of #(6 E,,). Then, by Lemma 2, we know that

only the nodes belonging &¥; U L (6E,,)

can serve for future continuations@8,,, F,,).  (28)

Using claim (28), (22) rewrites as follows (note the mod-
ification of the precondition):

XUX4C(8Es_1U L (6En_1))
.t7 @(X.A) = bn—l
e=(XUXu,(ten)) )

e* = {(e.p)lp € £} U {(e, b))}

The additional precondition is then updated as follows,
prior to handling the: + 1st alarm:

(29)

0EsJ L (6E,) =6Es U (L (6F,—1)\"0FE,) (30)
we call optimR,, the so defined rule. Then, postpro-
cessing (26) applies after (29) as well, hence, the opti-
mized rule becomes

R$39> ;pruneR,;optimR,,,. (31)
This optimization is illustrated in Fig. 9. In this figure,
the sets E2U L (6F,) consists of the three conditions
encircled in thick, in the diagnosis net shown on the right
hand side. Hence co-sets not contained in this set need
not be tested, for possible continuation. Note that, unlike
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Fig. 9.

4)

(2

Finally, ruleR(*) refines as

XUX4C (6B UL (6E,_1))
RED . Al) = Aalen), o(X) = *t, p(Xa) = bus
nt c e=(XUXu4,(ten))

e* = {(e.p)lp € t°} U {(e,bn)}

(33)

cop :=cop U U Y[X —e*]
Yé€cop,YDOX

and the refined online algorithm is obtained by substi-
tutingR>> for R®Y in (31). Note that maintaining on-
line the concurrency relation is of low cost in this case,
in contrast to the general case where continuations can be
performed from far in the interior of the net under con-

struction.

V. DISCUSSION

A net unfolding approach to online asynchronous diagnosis
was presented. This true concurrency approach is suited to dis-
tributed and asynchronous systems in which no global state and
no global time is available and, therefore, a partial-order model
of time is considered. In this paper, our basic tool was the net
unfolding, a branching structure representing the set of configu-
rations of a Petri net, with asynchronous semantics, local states,
and partially ordered time. Diagnosis nets were introduced as a

Pruning mechanism (26) and optimization (28). way to encode all solutions of a diagnosis problem. They avoid
the well-known state explosion problem, that typically results
from having concurrent components in a distributed system in-

the pruning, this optimization does not modify the congracting asynchronously. Whereas state explosion is kept under
structed branching process. control, the computing cost of performing the diagnosis online
Maintaining co-setsSo far we have ignored the need fo§ncreases (due to the need to compute co-sets), but this is typ-
testing the conditiorX” € cop, _,, see the remark at thejca|ly a preferred tradeoff for the diagnosis of complex asyn-
end of Section IV-A. But the optimizatioaptimR(n)  chronous systems involving significant concurrency.

applies, hence, only a postfix of the whole branching |t js worth saying what this paper doest consider. We do
process is explored for performing the continuatiorhot follow a diagnoser approach. One can view a diagnoser as
Therefore, we should avoid exploring backward thg “compiled” algorithm for diagnosis. It consists in pre-com-
entire branching process under construction, in ordg[iting a finite state machine which accepts alarm events, and
to check the co-set property. So we need to maintajiys states labeled by, e.g., visited faults. In contrast, our ap-
and update explicitly the co-set property, restricted tgroach can be seen as an “interpreted” one, since our diagnosis

0EsU L (8E,). We discuss this now. nets are computed, online, by using only the original Petri net
Focus on (29). The following formula holds, to updatgtrycture. Also, we did not investigate issues of diagnosability.
the co-set property while processing thth alarm: Diagnosers for unbounded asynchronous diagnosis and related

diagnosability issues have not been considered in the literature,
at least to our knowledge. We believe this could be performed
by using so-calledomplete prefixesf the unfolding; see [15]
cop :=cog U U Y[X — €] (32) and [16].
Veeop, VX Complexity issues have not been addressed. However, the
following pragmatic argument can be given to justify the use
of unfoldings. Complete prefixes of unfoldings have been used

where we denote by [X — c*] the co-set” inwhich X' o model checking, an area in which practical complexity is of
has been substituted witl. Formula (32) possesses theparamount importance [14]-[16], [29].

following initialization and termination conditions: Various extensions of this work are under progress. The al-

gorithms developed in this paper return all explanations as a di-
S agnosis. Our target application—fault management in telecom-
initialization: cop := cop, _, munications networks—typically exhibits a great deal of ambi-
termination: cop, := cop. guity. Hence, it is of interest to return (the) most likely expla-
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