First order logic and fix-point: Modeling opacity control problems in terms of logic
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Description :

Security is one of the most important and challenging aspect in designing services deployed
on large open networks, like Internet or mobile phones, e-voting systems etc., that is now-
adays a very active area in the research community in formal methods. We focused here on
the particular case of the notion of opacity [1] that expresses the inability of an inquisitive
attacker to infer some given information given its observation capabilities. This information
can be a particular pattern in the executed sequence of events, or the fact that the system is
in some distinguished configuration.

Opacity has been extensively investigated in the literature, mostly in an abstract formal-
language centric setting, where the two main concerns are its verification and the ability to
control the system so that, for the remaining behavior, the opacity property holds [2,3,4,5].
In order to obtain deeper results and/or to answer questions left open, we advocate the use
of logic to capture essential features of opacity properties. For example, we recently made
use of First-order Logic (FOL) to specify the property of opacity for systems with synchro-
nous observations, and use the extension of FOL with fix-points [6,9] to characterize the
maximal sub-behavior of a system where opacity holds.

The main purpose of the internship is to promote the logical approach as a powerful tool
to solve part of the many relevant questions left in the literature, and to derive related al-
gorithms. For example, it is currently not established whether the maximal sub-behavior of
a system where opacity holds is a regular language or not, since FOL with fix-point may,
in its full generality, describe non-regular languages. The challenge here consists in identi-
fying fragments of FOL with fix-point that give rise to regular languages only. A promising
approach is a combination of the automatic structure setting [7-8] and a fine-grained re-
striction on observational equivalence [10.11].

Needless to say that the investigations of the internship encompass an accurate study of the
problems' complexity, and their companion algorithms.
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