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Introduction
The embedded systems from the safety-critical domain industries face exponential series
growth in terms of performance requirements, while they have to deal with strict hard realtime constraints. The safety-critical domains usually deal with applications that have diverse
characteristics creating mixed-critical systems [1], where high-critical applications run together
with low-critical applications. For the highly critical applications, guarantees must be provided in
terms of safety and reliability, which implies a high fault tolerance and at the same time their
execution under hard real-time constraints [2]. The notion of the errors and faults is highly linked to
the radiation (from natural or technical sources) over the electronic components and if it is not
taken into account, it could lead to catastrophic consequences.
The global performance of the system is improved when resources of the platform can be used
by the lower criticality applications. Critical embedded applications are present in a wide range of
safety-critical domains, such as the transport (avionics, automobile etc), the defense, the nuclear
power, and even in the emerging domains, such as medical ones. With respect to the system safety,
as the hard real-time constraints of the high-critical applications must be meet, static analysis tools
are needed to provide guarantees on their timing behavior. It is important that the bounds
provided by the tools are tight to avoid the over-provisioning of the resources and assure the
determinism of the system. However, these bounds can become very pessimistic because of the
unpredictability of the behavior of both the software and the hardware.
The multicore architectures, or manycores, provide a massive computing power and offer the
integration of diverse applications in the same platform [3]. Replacing the existing infrastructures
with multi-core architectures will allow to significantly reduce the overall system cost, energy and its
maintenance, while improving the system functionalities due to increased performance capabilities.
The use of multi-core architectures will also increase the reliability of the system, as the number of
physical components that can fail, e.g. wires and connectors, is reduced.
However, the multicore systems have increased architecture complexity and a dynamic difficultto-predict behavior, especially due to the schemes which enhance the average performance. This
difficulty is incompatible with critical embedded applications (such as in avionics), where it is
obligatory to have a deterministic behavior. This becomes valid especially for the COTS Commercial-Off-The-Shelf platforms. The difficulty of predicting the timing performances in this
type f architectures derives from the intra-core architectural features, such as the cashes and the
branch predictors, but also from the recently inserted inter-core aspects, such as the
communications through the interconnection network on chip (NoC), the shared caches and
memory controllers, where the concurrent accesses introduce timing variations. To provide timing
bounds, either pessimistic Worst Case Execution Times (WCET) [4], or complete spatial and
temporal isolation between applications, is applied. The temporal isolation is achieved if the
duration of the application execution in one partition is independent from the applications of all
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other partitions. The spatial isolation prevents the partitions from accessing the memory or
interfaces that are not in their scope. However, the result could be a sub-optimal use of platform
resources, if the pessimistic WCET require severe over-provisioning of platform resources to critical
applications, and the isolation prohibits the claiming of such over-provisioned resources for the
non-critical applications.
Regarding the system reliability, especially when the environment of the system is quite harsh
(natural or technical environment with radiation, thunderstorms, high temperatures, etc) and with
the reduction of the transistors size, transient and permanent faults occur more and more
often during the system operation. Hence, the reliability of the system becomes a very crucial
characteristic, especially for the critical applications, such as an implanted cardiac defibrillator or
t h e avionics controller for the stability and the flight direction. Currently, to offer a level of
reliability, mono-core radiation-hardened (radhard) processors are used, which, however, offer
limited computation capabilities. Concerning many/multi-core systems, triplex architectures are
used to improve the reliability increasing hardware resources at the cost of an increase in the used
resources, the cost and the energy consumption. Hence, further research is required on new efficient
fault tolerance techniques for fault detection and fault recovery in comparison to costly triplex
architectures, as well as on the impact of fault tolerance on the predictability of the architectures.
The goal of this PhD research is the exploration and the development of novel techniques
(especially for the architecture management, the performance estimation and the code generation)
and the relevant multicore architectures to establish safety and reliability in many/multi-core
platforms exploring the trade-offs between predictability, safety, determinism, performance and
energy consumption of the system.

State of the art
With respect to the predictability of the system, the dynamic hardware core components and the
shared components among cores are either assumed to always give a worst case performance (which
over-approximates the WCET) or ignored (which leads to reduced performance) [5]. The main
challenge to build predictable architectures is to design a hardware that supports timing
compositionality with low or without performance degradation [6].
Several approaches exist to improve the predictability of the multicore architectures by
modifying the components which create contentions. Most of the work has been applied on the onchip memories, the memory controllers and the shared bus [7,8,9]. Other approaches are focusing
on proposing a full customized predicable architecture. FlexPRET [10] is a processor designed
specifically for mixed-criticality systems by allowing each task to make a trade-off between
hardware-based isolation and efficient processor utilization. If no critical application is scheduled
for a cycle, that cycle is used by some lower criticality tasks in a round-robin fashion. Other
architectures, such as MERASA [11], ACCROSS [12] or the European project T-CREST [13] focus on
multicore designs, including the memory hierarchy or the NoC, in order to make the system more
predictable. Other studies propose software approaches for the architecture management, the task
management and the supervision of the parallel application executions [14] [15] [16] [17] . The
aforementioned approaches are based on design-time pessimistic estimation of the timing
performances and are difficult to scale with the increase of the number of cores.
One possibility to improve the performances is to use a hybrid approach, where at design-time
upper timing bounds are provided, but at run-time the pessimism is removed by observing and
adapting the system behavior based on the information provided by online monitoring of the
system. The static analysis of the code [18] can be used to improve the timing estimations for the
worst case in the context f the multicore platforms [19], to provide indications to the controller who
will take the decisions at run-time using hardware monitors and automatically manage the software
monitors. In [20, 21] , we have proposed techniques which suspend and restart the tasks with low
criticality based on monitoring the real execution time. The decision to suspend the low critical tasks
derives from the use of the remaining WCET when the critical tasks are the only tasks executed on
the platform.
With respect to the reliability of the system, it is required to define the type of faults under study,
identify the spread of fault effects to the system, to detect the faults and to explore fault recovery
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mechanisms. Regarding the fault detection, several approaches have been proposed [22] [23] [24],
but several open questions still exist, including the overhead of the controller, the number of the
memory locations that are checked for a fault and the percentage of the faults detected for mixedcritical systems, which is affected by the criticality of the application, the propagation of an error,
the partition of the memory between applications, the fault latency etc. With respect to the recovery
mechanisms, when a fault has been detected, the recovery mechanism that takes place can be either
retry or fault masking [25]. In the first case, the re-execution of a part of the application from a
already known point (which implies a loss in the performance and the need to find a compromise
between the number of saving points and the increase in the code size and the required memory),
whereas in the second case the application execution is not interrupted when transient faults occur
(but it comes with a cost in terms of area, cost and energy consumption). Therefore, exploration is
required to find the compromise between the introduced cost due to the fault masking and the loss
in performance due to the re-execution of a part of the application, and the impact to the
predictability of the performance with the frequency of fault appearance.

Thesis program
Several challenging directions exist in the development of safe and fault tolerant multi-core
systems. In this thesis, we are inspired from the conclusion of the analysis of resource contention
presented in [5], where it is stated that COTS multicores are not-well suited for executing memory
intensive applications in parallel. Therefore, we focus on mechanisms to manage the execution
o n heterogeneous multicores which guarantee improved safety and reliability of the
system, while improving system performance compared to existing approaches.
More precisely, we will explore the extensions of existing multi-core architectures to provide
tolerance of transient and permanent faults, and we will explore the timing behavior of these
techniques (performance, predictability) under mixed-critical applications. Run-time control
mechanisms will be developed to guarantee a level of safety and reliability of the multi-core platform
by exploring the trade-offs between the gain in the quality of service provided by the system, the
overhead of the techniques proposed for fault tolerance and predictability, the better utilization of
the system resources and the percentage of detected ad corrected faults. The trade-offs could drive
the creation of complex, but efficient, run-time adaptation strategies fo r th e proposed run-time
controller, which will decide which mechanism for fault detection and/or correction should be used
during the applications' execution. To achieve this, we will explore a combination of design-time
static analysis techniques and run-time hardware or software monitors to capture the information
f o r the performance and the occurring faults during the execution. The safety of the controller
should also be studies.
To implement the propose strategies, we will study existing multicore platforms. Our approach will
be based, for instance, on using the processor RISC-V, which is an open source architecture in the
form of I P block (simulation, synthesis and compiler) with the possibility to add hardware
accelerators, specific instructions and interconnection mechanisms allowing a fast but efficient
design of a multicore platform [26]. Another hint is the use of Zynq architecture of Xilinx which
offers a dual-core system (processor ARM® Cortex™-A9) where specif hardware accelerators can be
easily be synthesized and attached to the multicore architecture. Their evolution to the UltraScale+
platforms includes up to 6 cores o processors [27]. Whatever the final choice of the target
architecture, it will allow as to develop in a quick way the required prototypes to evaluate the
performances of the proposed methods. With the use of the existing I P we can remove the risk
during the actual hardware design of multicores.
On top of the proposition of new management techniques for single effects (temporary or
permanent faults), the objective of this work is to provide a simulation model and a synthesizable
model for an FPGA implementation. These models will include the proposed techniques for fault
detection/correction, on which we will execute representative benchmarks of the area under study
to test our approaches in a critical environment where faults are injected. The benchmarks will
include critical applications, such as applications from the field of vision, the radar processing, the
digital communications or flight control from avionics. At the architecture level, the studies will be
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carried out specifically on the interconnection NoC, which will be able to offer a guaranteed quality
of service and the mechanisms for fault management and priorities, and the memory hierarchy
which has to provide a more predictible behavior.
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