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Context: The topic of the PhD thesis pertains to the security of deep
neural networks. It considers the black-box scenario where a classifier has been
learned (supervised or un-supervised training) and deployed to predict classes of
input observations. An attacker aims at deluding its inference by adding small
perturbations to the observations in order to trigger wrong predictions.
The classifier partitions the observation space into regions associated to each
class. The creation of decision boundaries by modern deep learning models are
still not well understood [10, 13, 3]. This causes security issues when those
models are placed in production: The literature on adversarial examples [11]
in the white-box scenario shows that perturbations of very small amplitude can
succeed to delude the network. Yet, that perturbation is not random ; on the
contrary it is crafted thanks to the full knowledge of the classifier.
In a black-box scenario [8], the attacker knows nothing about the internals of
the network to challenge. To compensate for this lack of knowledge, the attacker
is given a limited access to the sealed classifier: he/she can submit observations
and see their predictions. The complexity of an attack is usually measured by
the number of calls necessary to delude to the classifier.
Attacks: A first strategy is to steal knowledge from the black-box. The
attacker bombards the classifier with observations, records their outputs, and
then learns in a supervised way a ‘proxy’ network mimicking the behavior of the
black-box. Once the proxy network trained, the attacker is back to a white-box
attack: he/she mounts an attack against its own white-box proxy, conjecturing
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the attack will transfer to the unknown network [12]. The cost is a huge number
of calls to the black box in order to build a similar enough proxy, especially when
the observations lie in a high dimensional space.
The Phd thesis will investigate strategies for sampling observations [14] in
order to ease the learning of the proxy. There is definitively a connection with
active learning [15]: the attacker chooses which observation is the most amenable
of increasing the accuracy of the proxy. This yields a complex trade-off between
the number of samples/calls, the accuracy of the proxy, and the probability of
deluding the black box classifier.
The concept of black-box attack has existed since the 2000’s in Digital Watermarking under the name oracle attack [2, 4, 5]. It is surprising that the Machine
Learning community never takes advantage of this know-how. There are subtle
differences, and addressing them will enrich both fields. For example, attacks in
watermarking consume less calls to the oracle, but they are memory-less: a new
attack must be initiated from scratch for each observation. The attacker starts
adding an extreme perturbation so that the observation is pushed into another
class region. Then, a line search between the original and the perturbated observations finds the nearest point on the boundary of the class regions. Another
mechanism locally estimates this boundary by a tangent hyper-plane. This reveals the direction where the distortion from the original observation decreases
while staying close to the boundary. These two mechanisms are iterated with
the hope to converge to the nearest point inducing a wrong prediction.
The Phd thesis will investigate the power of these attacks in the context of
deep neural network classification. This kind of attacks being not sustainable for
hacking a lot of observations; a hybrid strategy will be devised to gain knowledge
on the black-box while forging adversarial samples.
Defenses: There are two tracks of defense in the literature. The first tries
to understand the fundamental reasons where the vulnerability of networks is
stemming from [10, 13]. Some are inherited from the data, others from the
training procedure. The representational dimension of the input space is often
too big. The observations typically lie on narrower manifolds. The classifier
however takes a decision whatever the input. This suggests that the boundaries
extrapolated outside the data manifolds are doubtful, and the classifier should
give up predicting in these regions of the space. This raises the issue of confidence measurement in the classifier prediction [7]. As for training, gradient
penalization and adversarial training [9] are promising procedures to robustify
the networks. Small perturbations can snow-ball into triggering a wrong prediction because the network function has large amplitude gradient at some points.
Penalizing their norm in the training allows to smooth the network function.
Adversarial training has the same goal by flattening the network function over
balls centered on training data.
The second track comes from the watermarking community, where mechanisms detecting that an oracle attack is ongoing have been invented [1]. Defending follows: shutting down the black-box, delaying the outputs to slow down
the attack, or randomizing the output to confuse the attacker [6].
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