Refinements of a path-based efficient algorithm for network relia-
bility estimation in the rare event case
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This paper presents some refinements of a rare event simulation algoritelogieed in [1] for estimat-
ing the probability of connection of two nodesindt in an undirected grap@ representing a communication
network where nodes are perfect but links can fail. The method peoidng1] makes use of disjoint paths (that
is, with no common link) and samples a geometric variable representing the firshtiefendent replications
of a graph result in a configuration with at least one failed link in each fadtpeedetermined set. Generating
such a random variable allows therefore to save a lot of computational tihe@bs not reduce variance) by
avoiding the generation of all graphs. We propose here to investigataribeee reduction that can be obtained
by replacing the geometric random variable by its expected value (condiktmrde Carlo). We also discuss
how the set of disjoint paths can be determined and the robustnessti@®péthe resulting estimator.

Model and previous work: using a geometric random variable to detemine the first graph with a failed
link on each path of a predefined set

Let Vh, the probability that linkh of graphG is failed beun = ane®™ with ap, by, > 0 ande a parameter
representing rarity when it goes to zero. We want to quantify the probabithgt the graph does not support
the communication between two selected naslasdt. The computation ofi is known to be NP-hard, which
naturally leads to make use of Monte Carlo simulation. The standard Monter@etthmd builds independent
copies ofG, and simply estimates by the proportion of graphs for which the selected nodes are not able to
communicate. This estimator is unbiased, with varianceZis- u(1— u)/n, but yields a relative variance
02/u?> — « ase — 0 (becausas — 0), showing that it is an unrobust estimator when the system is highly
reliable (i.e., when the failures are rare events).

In [1], a different estimator builds a s&t= {P1,P,,---, P4} of elementary paths connecting nodesd
t, such that any pair of paths does not share any linky K [;cp, Ui is the probability that all links of patR,
work, the random variablE representing the first element in the sequence of independent graghs every
path in? has at least one link that does not work is geometrically distributed with péeame ﬂﬁzl(l— Ph)
(Pr(F > f)=(1—q)f, f > 1). Observe thay — 0 ase — 0. On the average, we have to wait fofglsamples
to find one such graph and tReth copy can easily be sampled, on a conditional basis, with no need to sample
theF — 1 first ones.

When sampling this wag graphs, the variance is stdf = u(1— u)/n, but there is an important gain in



computing time. To quantify this gain, we can look at the relative efficienayetised in [2]: REff= u?/(0?t,)
wheret, is the average time to buildr@sample. We say that we have bounded relative efficiency (BREf) if
there exists a constadt> 0 such that REff is minored bg for all €, meaning that we are able to obtain a
bounded relative error for a given computational time budget, no matteshmadie is. A sufficient condition

on 2 is provided in [2].

Variance reduction by considering the expected value of the geortvee random variable
Consider now the case whefeis replaced by its expected value. Then exactly one/mpitdependent
graphs will have at least one failed link on each pat®ofetZ = qY be an (unbiased) estimatorwbver such
a block, whereéY is a Bernoulli random variable that is 1 is the graph is failed and 0 otheraisksuch that at
least one link on each path is failed. Getting a confidence intervali®obtained by considering independent
copies ofZ and applying standard procedures.
Definep as the probability that = 1. Obviously,u = qp, anda?[Z] = ¢°0?[Y] = ¢°p(1— p).
Property: Comparing the ratios of efficiencieg (bitl) of the estimator that considers the expected value
over that of the one with the geometric distribution, we get (by assuming thtirte¢o generate the geometric
r. v. is negligible):
qu(l-u) 1-qp
p(l-p) 1-p
because one geometric random varidblrresponds, on the average, f@graphs. Considering the expected
value therefore always yields an efficiency improvement that we ard¢@blearacterize.

>1

On the choice of disjoint paths

A key issue is to determine for the two above methods a set of paths for wiadmave the BREff
property.

Property: In the homogeneous case, that is assuminguhat € for each linkh, a set of paths such
that BREff is verified can be built as a by-product of a maximum flow contfmutafor instance using the
Ford-Fulkerson algorithm. The proof consists of showing that the regustih of paths verifies the sufficient
condition in [2].

Property: In the heterogeneous case, when link unreliabilitigsave different values ddy, then it is not
always possible to build a set of paths such that BRETff is verified. Atestexample is provided in the next
figure: all possible sets of link-disjoint paths lead to values of probabilitiisatte not sufficient to guarantee
that the REff will remain bounded when epsilon goes to 0.

Figure 1: A “bridge” with the unreliabilities of its 5 edges
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